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AyounTt n BocctaHoBJIeHMe naporen

KomnaHusa «3nkomCodT» 6bina ocHoaHa B 1990 rogy B Mockse.
«3nkomCodT» 3aHumaeTcs pa3paboTkow NporpaMMHoro
obecneyeHns, cneunanusnpyeTcs Ha CO3JaHWM nporpamMMm  Ans
BOCCTaHOBMEHMs 3abbiTblX U yTpaveHHbIX Napofien K uenomy psigy

NPUNIOXEHUI.

3awmta KoHMUAEHUMaNbHbIX OOKYMEHTOB MnocpeacTtsoM napons
SABNsieTCcsl Hambonee BaKHOM YacTblo MOBCEOHEBHOWM XM3HM Kak Ans
opraHusaummn, Tak U Ons KOHeYHbIX nonb3oBaTenien. Noteps napons
6e3 CcpencTs BOCCTaAHOBINEHUA NMpenATcTByeT pa6oqemy npoueccy w”

MOXeT noBneyb Cyl.l.l,eCTBeHHbIVI yu.l,ep6 Aana opraHnsauun.

YA0CTOEHHble MHOXecTBa Harpag nporpamMmbl ans
BOCCTaHOBMNEHUS naponen komnaHum «3AnkoMCodT» UCNONb3yoT
3(pEeKTMBHbIE BbLIYUCIIUTESNBHBIE ANTOPUTMbI, MO3BOMASA KIMEHTaM
nony4aTb OOCTYN K CBOMM LEHHbIM AaHHbIM. Komnanua 3nkomCodpt

aBnsaeTca  uneHom Poccuiickor  Kpuntonormnyeckon —Accoumaumu,

MMeeT cTaTyc cepTudmumpoBaHHoro naptHepa Microsoft (Microsoft
Gold Certified Partner) u Intel (Intel® Software Partner Program).

GHKOMCO(*)T ropauTcs CBOMMW [OCTMXEHUsMU. Mbl MOCTOSIHHO
pa60TaeM Hag CcoO34aHMeM HOBbIX TEXHOSIOMMW KW cTapaemcs
obecneunBaTtb I'IpOd)eCCI/IOHaJ'IbHyIO noMouwb U TEeXHUYECKYH
noagaepXxky no nobbiM BOMnpocam, CBA3aHHbIM C NporpamMMHbIM

obecneyeHnem.

ElcomSoft, 3AnkomCodr, noroTtun 3nkomCodt ABNATCSA
3aperncTpmMpoBaHHbiMM ToproeeiMn Mapkamm OOO «3nkomCodT» B
Poccun, CWA wn pgpyrux ctpaHax. Microsoft n1 Windows sBnsiotcs
3aperncTpmMpoBaHHbIMKM TOproBbiMM 3Hakamu Microsoft Corporation B
CWLWA un pgpyrux cTtpaHax. Intel wn  norotun Intel saBnsoTCca
3aperucTpmMpoBaHHbIMM TOproBbiMM 3Hakamu Intel Corporation n ee

noppasgenexuii B CLUA u gpyrux ctpaHax.

KoHTaKTbl:

Onbra KokwapoBa
[npekTop No MapKeTuHry
0.koksharova@elcomsoft.com

Opun YwakoB
[unpekTop no npogaxam
y.ushakov@elcomsoft.com

TenedoH:
+7 (495) 974-11-62

e-mail:
sales@elcomsoft.com

WHTepHeT:
http://www.elcomsoft.com
http://www.elcomsoft.ru
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PeweHusa ana kopnopaumm  KOMNbLIOTEPHO-
cynebHoON aKcnepTU3bI

Elcomsoft Password Recovery Bundle
MakeT nporpamm KkomnaHum JInkoMCodT NO3BONSAET KOPNOpPaTUBHLIM
KNMeHTaMm U rocygapcCTBEHHbIM CTPYKTypamM MOMHOCTbIO CHATb 3aliuTty C
OOKYMEHTOB, (hannoB, AUCKOB M cucTeM. [porpaMmbl NpoLwnn TwaTensHoe
BHYTPEHHEE TECTUPOBAHUE, WHCTanMpoBaHbl M onpoboBaHbl y 60MbLIOro
KOMnmMyecTBa KpyrnHbIX KNMEHTOB KoMmnaHun. OHK ABASIOTCHA CaMbiMU BbICTPbIMU
B WHAOYCTPUM, OTAMYaOTCA YAOOHBIM MNONb30BaTENLCKMM UHTEPKENCOM U
npuBnekaTenbHON LEeHOMN.
Hay4Hble pa3paboTtku
Hay4Ho-TexHonoru4eckuii otaen 3nkomcodT obecneunmBaeT COBPEMEHHbIN YPOBEHb
TexHomnorui B 06nacTv BOCCTaHOBEHNS AocTyna. ViccnenoBaTtensckas AeaTenbHOCTb KOMNaHuy no3sonuna
3HauYUTENBHO YCKOPUTL Nepebop naponen Ko MHOTMM NPOAYKTaM, BkItoyas yveTHble 3anucu Windows, npunoxeHus
Microsoft Office, dannbl Adobe PDF, apxuskl ZIP u RAR, psigy Apyrmx ¢oopmatoB. B 6onblUMHCTBE cryvyaes naporsib
MO>HO BOCCTAHOBUTb MTHOBEHHO NMOO0 32 HEGONbBLLON NPOMEXYTOK BPEMEHMU.
HebbiBanas ckopocTb
MHorve npoaykTel AnkoMCodT N0 BOCCTAHOBMEHWIO AAaHHbLIX UCMOMb3YHT PEBOSOLMOHHBIE TEXHOMOMMM YCKOPEHHOTO
nepebopa naponen c nomoubto BugeokapT NVIDIA n ATI. Mopaepxmeas Bce yckoputenu NVIDIA GeForce cepuii 8,9 n
200, nporpammbl 3arpyxarT CMOXHble BblYMCNUTENbHbIE MpOLecChl Ha ObICTpble U MHOrosiaepHble rpadguyeckme
npoueccopbl NVIDIA n ATI.
50-kpaTHOe yCcKOpeHue
TexHonornsa yckopeHusi ¢ NoMoLLblo rpadyecknx NpoLeccopoB, BNepBble MpeanoxeHHas komnaHven AnkomCodT,
yCKOpSieT MpoLecc BOCCTaHOBMNeHus naponei 6onee yem B 50 pa3 no CpaBHEHWIO C MPUWBbLIYHBIMKM METOLAMMW,
MCMNOMb3YOLLMMU TONBKO MOLLHOCTY LieHTparbHOro npoteccopa.
MrHoBeHHOEe BOCCTAaHOBJEeHUue AocTyna
Elcomsoft Password Recovery Bundle nossonsietr BOCCTaHMBMTL OOCTYyN K 3alMpoBaHHbIM [OKYMEHTaM 3a
KOPOTKU/A MPOMEXYTOK BPEMEHU W MOOLEPXKMBAET MHOrOYMCrEeHHble dopMaTbl (hannoB, OOKYMEHTOB M YYETHbIX
3anucen. bornee 100 dopmatoB pannoB, CUCTEMHbLIX PECYPCOB U MPUNOXEHUA MOryT OblTb BOCCTAHOBMEHHbI
MIHOBEHHO.
OnTumanbHoe COOTHOLUEeHUe LUeHbl U Ka4yecTBa
Komnanna 3nkomCodT npenocTaBnseT KOpPnopaTtUBHBIM M FOCYAapCTBEHHBIM 3aka3ynkam BO3MOXHOCTb 3KOHOMMWU
nyteM OOpMIIEHUST 3aKa3a Ha BECb KOMMMEKT NMPOAYKTOB BMECTO MOKYMKWM KaXZoro M3 HUX No oTaenbHocTu. Ewe
fornblUen 9KOHOMUM MOXHO [AOCTUrHYTb MNYTEM 3akasa naketa nuueHauin. [lpu oTka3e OT MCNONb30BaHUSA

KOHKYPUPYIOLLNX NMPOAYKTOB BO3MOXHO MOJSy4eHMe CKUAKM (518 MONyYeHWs CKUOKM CBSKUTECH C OTAENTOM Mpoaax).

Gonee nodpobHas uHpopmayus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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MpoaykT Elcomsoft Password Recovery Bundle npeactaBneH B Tpex pegakumnax:

Standard Forensic @ Business

Mporpamma

Edition Edition Edition
Advanced Archive Password Recovery Pro 1 1 10
Advanced EFS Data Recovery Pro 1 1 10
Elcomsoft Internet Password Breaker 1 1 10
Advanced Instant Messengers Password Recovery 1 1 10
Advanced Intuit Password Recovery 1 1 10
Advanced Lotus Password Recovery 1 1 10
Advanced Mailbox Password Recovery 1 1 10
Advanced Office Password Breaker 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Office Password Recovery Pro 1 1 10
Advanced PDF Password Recovery 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Sage Password Recovery 1 1 10
Advanced SQL Password Recovery 1 1 10
Advanced WordPerfect Office Password Recovery 1 1 10
Proactive System Password Recovery 1 1 10

no 100 no 500

yd. 3anmMcen | yd. 3anucemn

Proactive Password Auditor

Elcomsoft Distributed Password Recovery A0S Ao 20 Ao 100
KMUEHTOB = KIMEHTOB KIMMEHTOB

Elcomsoft System Recovery 1 (Std) 1 (Pro) 1 (Pro)
Elcomsoft Wireless Security Auditor Pro 1 1
Elcomsoft Phone Breaker Forensic 1 1
Elcomsoft Phone Viewer 1 10
Elcomsoft Blackberry Backup Explorer Pro 1 10
Elcomsoft eXplorer for WhatsApp 1 10
Elcomsoft Forensic Disk Decryptor 1 1
Elcomsoft Password Digger 1 10
BecnnatHas goctaBka akcnpecc-noyton (EMS) v v v

Gonee nodpobHas uHpopmauyus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Elcomsoft Mobile Forensic Bundle

Maketr Elcomsoft Mobile Forensic Bundle Bkniodaetr B cebsi Bce
HeobOxoAuMble MporpaMmbl OS1 U3BMEYEHMST U MPOCMOTPa [AaHHbIX U3
ycTponcTB noa ynpasnexHvem Apple iOS, Windows Phone 8.x n BlackBerry
10. B coctaB naketa BKNOYeHbl Havmbornee yHKLUMOHanNbHbIE peaaKkLmun
KaXkQoro MHCTpyMeHTa. [1nsi MHOrMX NpoAyKTOB OOCTYMHbI BEPCUMN Kak Ans
KomnbloTepoB noa ynpasneHuwem Windows, Tak M Ons yCTPOWCTB nop
ynpaeneHnem Mac OS.

Elcomsoft Mobile Forensic Bundle — nepBbin 1 €OUHCTBEHHbIN Ha PbIHKE

nakeT, BKMOYAKOLWMA WMHCTPYMEHTbI C MNOAOEPXKKOM BCEX BO3MOXHbIX

crnocoboB WM3BMEeYEHUs [OaHHbIX U3 YCTPOWUCTB nopg ynpaeneHvem Apple iOS (dpusnyeckoe,
nornyeckoe un «obrnayHoe» usBneyeHue).

Copepxumoe Habopa

Ha6op Elcomsoft Mobile Forensic Bundle conepxuT Bce BbinyLleHHble KOMNaHNen «ANKOMCOMT»
WHCTPYMEHTbI ANsi MOOUIbHOW KpUMMHanNUCTUkn. B coctaB Habopa BxogAaT MATb NPOAYKTOB B
penakumax ans Mac un PC:

o Elcomsoft iOS Forensic Toolkit (Mac n PC) — npoaykT ans uanyeckoro nsBneyeHus AaHHbIX u3
noagepXuBaemMbix yCTPONCTB npom3BoacTea komnaHum Apple (iPhone 4, 4S, 5, 5C, iPad 1-4, iPad
mini, iPod Touch 5 n 6onee paHHue ycTponcTea).

o Elcomsoft Phone Breaker (pepakuns Forensic, Bepcus ans PC noa ynpasneHvem Windows) —
ONS U3BnevYeHus AaHHbIX U3 yCTponcTB nof ynpasneHuem iOS, Windows Phone 8/8.1 u BlackBerry
10 13 nokanbHbIX UK «06naYHbIX» pe3epBHbIX Konuii. MNMoaaepXnBaeTcst BOCCTAHOBIEHME Naponen
OT 3aWnNdPOBAHHBLIX PE3EPBHbLIX KOMUA.

o Elcomsoft Phone Breaker Forensic for Mac (Bepcus ana Mac OS X) — ans nseneveHus gaHHbIX
N3 noKarnbHbIX U «0BNayHbIX» Pe3epBHbIX KOMWUIA; BOCCTAHOBMEHWE Maponen B Bepcun ans Mac He
NOLAEPXKUBAETCS.

e Elcomsoft Phone Viewer — KOMNakTHbI U ObICTPbIA B OCBOEHUM U UCMONb30BAHUN UHCTPYMEHT
Ansi npocMoTpa nHdopmaLmm, Nofny4eHHON C MOMOLLBIO OPYIMX MHCTPYMEHTOB U3 Habopa.

¢ Elcomsoft Cloud Explorer - MOLHbIA U ObICTPbIA MHCTPYMEHT AN U3BNEYEHNUst BCEN OOCTYMNHON
nHopmaunm ns Google Account. [JeTanusaumss MeCTOMNOMNOXEHUS MNONb3oBaTens Ha 3afaHHbIA
NPOMEXYTOK BpemMeHu, nepenucka B Gmail, KOHTaKTbl, WCTOPUS MOWCKOBBLIX 3arpocoB U
NPOCMOTPEHHbIX Beb-canToB, dhoTorpadun, naponu Chrome 1 mHoroe gpyroe.

e Elcomsoft Explorer for WhatsApp - MHCTpYMEHT ANsi U3BMNeYeHus, pacingpoBKkn U NpocmMoTpa
nctopum kommyHukaumn WhatsApp.

e Elcomsoft Blackberry Backup Explorer Pro — WHCTpyMeHT Ons npocmoTpa COAEPXKUMOro
pes3epBHbIX KonNuin ctapbix cmapTdoHoB BlackBerry (ao Bepcuun BlackBerry 10).

B coctaB Habopa BxogaT Hanbonee NpoABMHYThLIE pedakumMm Kaxgoro MHCTpymeHTta. K npumepy,
npoaykt Elcomsoft Phone Breaker noctaBnsdetca B pepakumm Forensic, npepocraBnstoLlen
BO3MOXHOCTb U3BMEYEHUS PE3EPBHbIX KOMUIMN YCTPONCTB noA ynpasneHuem iOS n3 «obnadHoro»
xpaHnnuuia iCloud 6e3 ncnonb3oBaHns NornMHa 1 Napons.

Gonee nodpobHas uHgpopmauusi 06 Elcomsoft Mobile Forensics Bundle:
http://www.elcomsoft.ru/emfb.html
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Elcomsoft iOS Forensic Toolkit

Elcomsoft iOS  Forensic Toolkit —  cneuvanuanpoBaHHbLI — NpoAyKT AN
KPUMWHANMUCTMYECKOrO MUCCneaoBaHusa ycTponucTB Ha ocHoBe Apple iOS. iOS Forensic
Toolkit nossondeTr aKkcnepTaM NpaBOOXpPaHUTENbHLIX OPraHoB MPOU3BOAMTL COOp
MHdOpMaLMM U NpoBOAUTL CyAeOHble U KOMMbIOTEPHO-TEXHUYECKME  SKCMEPTU3bI
ycTtporicte iPhone, iPad n iPod npomsBoactBa komnanum Apple, paboTatowwmx nog

ynpaenexvem iOS Bepcun 3-9.

C nomowbto iOS Forensic Toolkit BO3MOXHO NOMy4YnTb MOJSHBIA AOCTYN K MHGpopMaumu,
XpaHsiLWencs B nogaepXxvBaemblx ycTporcTeax. Npoaykt obecneumBaeT LENOCTHOCTb U
Hen3MeHHOCTb uccrnegyembix gaHHblx. C nomolibio iOS Forensic Toolkit cneuynanucTsbl
MOryT MONy4YuTb AOCTYN K paclumdpoBaHHOMY obpa3sy hainoBoi CUCTEMbI YCTPOWCTBA,
pacwmndpoBaTh KoAbl, MApoONM M MNPOYYK 3alMLIEHHYI WHDopMauuo. [JOCTyn K OCHOBHOMY MaCCUMBY [AaHHbIX

ocyulecTBnaeTcAa MrHoBeHHO, B peallbHOM BpeMeHN.
Bo3MOXHOCTU NporpamMmmbil

e [JlocTyn K NOfTHOMY MaccuBy MHOPMaLn

¢ (ObecneunBaeTcs ayTEHTUYHOCTb M LEMNOCTHOCTb MCCreayemMon uHdopmaumnm

o [lopgepxuBaemble METOObI U3BMEYEHUNA OaHHbIX: hrnsmnyeckoe nssneveHme anga 32- n 64-paspsagHbIX YCTPOUCTB

e  YacTuuyHoe usBneyeHue faHHbIX U3 3a6NOKMPOBaHHbLIX YCTPONCTB

e BoccraHoBneHne AaHHbIX cuctemHoro xpanunuwia (keychain), naponen n 3awmdpoBaHHbIX AaHHbIX (TONBKO
ans 32-paspsgHbiX YCTPONCTB)

e  bBbicTphbii cbop nHopmauun (mogenu ¢ 32 6 namaty obpabatbiBatoTcs 3a 20-40 MuH)

e [apaHTMa UEenOCTHOCTU U HEM3MEHHOCTM UCCnedyeMblX AaHHbIX (ANns nokoneHwun ycTponcTsB go iPhone 4 n
6onee cTapbix)

e T[lopaepxka ycTpowncTs Ha ocHoBe iOS ¢ 3.x o 9

e BoccraHoBneHwne 4-3HayHbIX Nnapornein Ha BkntoveHne B iOS 4/8 3a 20-40 MUHYT

e  MrHOBEHHOE BOCCTaHOBMEHMNE NApOSis Ha BKIKYEHWe yCTponcTB ¢ iOS o Bepcuin 3.x BKNOYUTENBHO

e CHsiTMe dm3nyeckmx u normyeckmx obpasos ycTponcTaa

e  ABTOMaTU4eckoe BedeHWe XypHana BCex CneacTBEHHbIX AENCTBUI

e JloctynHbl Bepcumn ansa Mac n Windows

HocTtynHo 6onble nHgpopmMaumm, 4eM XpaHUTCA B pe3epBHbIX konuax iPhone

iOS Forensic Toolkit oTkpbiBaeT goctyn ko Bcew MHdOpMauumu, XpaHsienca B yctpomncteax iPhone/iPad/iPod. C
NMOMOLLIbI0 CHATUS dmanyeckoro obpasa ycTporcTBa obecneumBaeTcst AOCTyN K ropasgo 6onee LUMPOKOMY CMEKTpy
AaHHbIX MO CPaBHEHMWIO C METOAOM pacLuMdpPOBKU pe3epBHbIX KOMWI. PaclundpoBbIBatOTCA Takne AaHHbIe, Kak Naponu K
canTtam, SMS, anekTpoHHas no4Ta, NOrvHbI U Naponuy K NporpaMmmam.

Cpeou KpUMWMHANMMUCTUYECKN BaXkHbIX [AaHHbIX COOEPXUTCS Takas MHopmauus, kak reorpaduyeckoe MosoXKeHne
YCTPOWCTBA B KaXKObli MOMEHT BpPEMEHW, KapTbl M MapLipyTbl, paccyuMTaHHble ¢ nomouibio Google Maps, uctopus
NOCELLEHUA MHTEPHET PEecypcoB, a TakkKe MPaKTUYecKM BCA WMHdopmauus, HabpaHHas Ha YCTPOWCTBE C MOMOLLbIO

BVIpTyaﬂbHOIZ KnaBuaTtypbl.

Gonee nodpobHas uHgpopmauyus o6 Elcomsoft iOS Forensic Toolkit:

http://www.elcomsoft.ru/eift.html
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Elcomsoft Phone Breaker

Elcomsoft Phone Breaker — yHuBepcanbHbIi UHCTPYMEHT A58 U3BMNeYeHns
AaHHbIX U3 Pe3epBHbIX KOMUA M «0BnayHbiX» XpaHUmMUL, MOBUMbHBLIX
yctponctB nog ynpasneHnem iOS, Windows Phone u BlackBerry 10.
WHCTpyMEHT no3BONsieT 3KcrnepTaM  NPaBOOXPaHWUTENbHbIX  OpraHoB
nony4nMTb OOCTYN K 3allMLLEHHbIM MNaponeM pesepBHbIM KONMUAM Jimbo
ckavaTb [aHHble U3 «0BMnayHbIX» XpaHUNUL. YTunuvTa nogaepxumeaeTt Bce
cmapTdoHbl BlackBerry Bnnote go BlackBerry 10 n Bce nopTtaTtuBHble
ycTponctBa Ha nnatdopme Apple iOS, Bkntoyas iPhone, iPad n iPod Touch
BCEX MOKOMEHUN 1 BEpCUn BNAOTb A0 6/6S 1 nx Bepcun Plus.

e [locTyn K nHcdopmaumm, XpaHMMOK B 3aLUMLLIEHHBIX NaponeM pe3epBHbIX konusix iPhone, iPad n iPod Touch

e Pacwudposka pesepsHbIx kKonui iOS ¢ NOMOLLbIO M3BECTHOIO Napons

e VI3BneyeHune AaHHbIX U3 pe3epBHbIX konui BlackBerry 10

e Pacwudposka pesepBHbIX Konui ctapbix Bepcun BlackBerry

e  VI3Bne4veHue AaHHbIX yCTPOUCTB nog ynpaenenvem Windows Phone 13 o6nadHoro xpaHunuwa Microsoft

e BoccraHoeneHne naponen k npunoxexnsam BlackBerry Password Keeper and Wallet

e BoccraHoBneHune napons Ha yctpownctso BlackBerry

e YrteHne un pacwwudpoBka AaHHbIX B cUCTEMHOM XxpaHunuiie (keychain) (naponu K y4eTHbIM 3anucsam
3NEKTPOHHOM NoYThl, Naponu ans goctyna k cetam Wi-Fi u naponu gns goctyna k Be6 caitam M CTOPOHHUM
NPUMOXEHUSAM)

e MowmeHTanbHas paclmdposka gaHHbIx 13 BlackBerry Password Keeper ansi BlackBerry 10

e [lepebop naponen kK KoHTelHepam 1Password, n3BneyYéHHbiM M3 Dropbox, nokambHbIX U «0GnaYHbIX»
pesepBHbIX konui iI0S

e [3BneveHve pesepBHbLIX KOMWUIN YCTPONCTB nof ynpasneHnem iOS n3 «obnavHoro» xpanunuwa Apple iCloud ¢
ucnonb3oBaHnem Apple ID »n napons nonb3oBatens unu 6e3 HuUX (C  MCNOMb30BaHWMEM MapKepoB
ayTeHTuduKaumm) He3aBMCMMO OT Hannuus jailbreak n gnst Bcex 6€3 UCKOYEHUS YCTPOWCTB NOA ynpaBieHMeM
iOS, Bknioyas yctpomncTtasa nop ynpasneHvem iOS 9

e  BCTpOeHHbIN MHCTPYMEHTapuin 4N n3BnevYeHns mapkepos ayTeHTudmkaumm iCloud

e  VI3BneyeHue JONOMHUTENbBHbIX AAHHBLIX U harnoB u3 «obnadyHoro» xpaHunuuwa iCloud u iCloud Drive, Bkntovas
TUNbI AaHHBIX, HEOOCTYMHbIE C MOMOLLLIO LUTATHBIX CPEACTB ONepaLyoHHON CUCTEMbI

e BocctaHoBneHue naponew K pe3epBHbIM KONMUAM AN OpUrMHarnbHbIX 1 ‘MoamduumpoBaHHbIX’ iPhone (Bce
mogenu Bkritovas iPhone 6 n 6 Plus), iPad (Bce nokonenus) n iPod Touch (Bce nokoneHus)
e YcKkopeHue ¢ ncnonb3oBaHueM rpagpumyeckmnx kapt NVIDIA 1 AMD

BbIGOPOYHBLIN AOCTYN K AaHHbIM

C nomouwbio Elcomsoft Phone Breaker MOXHO ObICTpO nonyuuTtb Heobxooumyk MHoOpMaLuMio U NponycTuTb MeHee
3Ha4YMMble [aHHble, KOTopble TPebyrT Haubonbllero BpeMeHW Ans 3arpysky (Hanpumep, My3blka WU BUOEO).
CoobLeHunsi, BNOXEHWS, HACTPONKM TenedoHa, XypHarbl BbI30BOB, afjpeCHble KHWUMM, 3aMeTKU1, KaneHaapb, HaCTPOMKU
MOYTOBOrO akkayHTa, doTorpacmm, BMOeO U ApYyrue gaHHble MOryT ObiTb 3apaHee BblOpaHbl M ckayaHbl B CYUMTAHHbIE
MUHYTbI, YTO 0BecneynBaeT AOCTYN K BaXHOW UHOPMaLIMK B PEXMME pearibHOro BpeMEHMN.

M3BneyeHue AaHHbIX U3 «obnavHbix» cepBucoB iCloud n Windows Live!

C nomowbto Elcomsoft Phone Breaker MOXHO M3BNeYb HEMOCPEACTBEHHO M3 «obraka», faXe He umess caMoro
yCcTponcTBa Ha pykax. Bcé, uto Tpebyetca ana goctyna k oHnamH-apxvmeam iCloud nnm Windows Live! — 310 noruH un
napornb none3oBaTens. Bo3aMoxHOCTb AocTyna kK AaHHbIM 13 iCloud 6e3 ncnonb3oBaHUs NorMHa U Naposns — yHMKanbHas
BO3MOXHoCTb Elcomsoft Phone Breaker Forensic. Ecnn naponb oT y4éTHOW 3anucu nonb3oBaTens HeM3BecTeH, And
poctyna K «obnayHbiM» [aHHbIM  MOXHO WCMONb3oBaTb OCOOLIN Mapkep ayTeHTUduMKauum, usBnekaembli 13
KOMMbtoTepa nonb3oBaTens. Vcnonb3oBaHne ABOMYHOTO Mapkepa He TpebyeT HW normHa ¢ napornem, HM BTOPUYHON
ayTeHTUdUKaumn.

bosnee nodpobHo 06 Elcomsoft Phone Breaker:
http://www.elcomsoft.ru/eppb.html
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Elcomsoft Phone Viewer

Elcomsoft Phone Viewer npegnaraet yaobHbii uHTepdenc nns
npocmoTpa NMHopMaLmKn, U3BNEYEHHOW N3 JNTOKaNbHbIX U «OBMAYHbIX»
pe3epBHbIX KONWIA YCTPOMUCTB noAa ynpasneHnem Apple iOS, BlackBerry
10 1 Windows Phone 8 n 8.1. C ero nomoLLbld MOXHO MPOCMOTPETb
nonb30oBaTeNbCKNe KOHTaKTbl, MPOYUTaTb COOBLLEHUsi, MPOCMOTPETb
CMUCOK 3BOHKOB, [aHHble 3aMeToK MK kaneHgapda. lMpu pabote ¢
pe3epBHbIMU KONUAMW JaHHbIX YCTPONCTB noA ynpasneHvem Apple iOS
¢ nomolbto Elcomsoft Phone Viewer MOXHO npocMoTpeTb yaanéHHble
coobuweHns — SMS n iMessage.

Bo3moxHoCTU npoaykKTa
e T[lopoepxkka pesepBHbIX konuii B dpopmate iOS 9 n Bcex npeablaywinx Bepcuin (kak NoKamnbHbIX, TaK W
«0BnayvHbIX»)
e [lopaepxka YacTUYHbIX KONuI, n3sneyvéHHbix 3 iCloud/iCloud Drive B pexume BbIGOPOYHOro ckaumBaHus
(ans Bcex Bepcuit iOS)
e [anepest ©oOTO 1 BUAEO C NOAAEPKKON OUNbTpaLUM NO KaTeEropusiM, Aate 1 BpeMeHu
M3BneyeHne n aHanus TeroB EXIF, aBTomaTnyeckoe onpegeneHne MeCTONONOXEHNS YCTPONCTBA B MOMEHT
CbEMKM
BeIcTphIf BbI30B KapT Google Maps ans otobpaxeHns KOOpAMHAT Nonb3oBaTens
MonHoe un BbIGOPOYHOE 3KCNOPTUPOBaHME POTO 1M BUAEO
ABTOMaTM4yeckas CopTMpOBKa N306paxeHnn 1 Buaeo no kateropusam (Kamepa, Brnioxenus, MNMpouee)
CuctemHas rpaduka (MKOHKM, NOroTunel U T.M.) aBTOMaTUYECKN COpTUpYeTCs B nanky «lpovee»
BeICTphIA Nonck 1 unbTpauus No psigy napameTpoB, BKOYas AaTy U BpeMs

C nomousto Elcomsoft Phone Viewer MOXXHO NPOCMOTPETL CreayoLwyo MHpopMaLmIo:

CucrtemMHble faHHbIe

. Mopenb 1 Ha3BaHue yCTponCcTBa

. CepuiiHbIn HOMep yCTpONCTBa

. [ata v Bpemsa co3gaHunsi pe3epBHON KONun

. Opyryto cuctemnyro mHgopmaumto (gnst iOS yctpowncte: IMEI, ID ycTtponctea, Homep

TenedoHa, Bepcus iOS)

Monb3oBaTenbcKne AaHHbIe

. KoHTakTbl (BKNtovas koHTakTbl Facebook, Gmail n 1.4.)

. CoobLeHunsa (ona pesepsBHbIX Konui ycTponcTB iOS MOXHO npocMmaTtpuBaTh M yAanéHHbIe
coobueHua SMS n iMessage)

. KypHan 3BoHkoB (Bkntodast FaceTime) (kpome Windows Phone)

. BameTkun (ona Windows Phone B ¢oopmate Microsoft OneNote)

. KaneHgapb (ans Bcex y4eTHbIX 3anucen, Bkno4asd nokanbHble, Microsoft Exchange u

iCloud) (kpome Windows Phone)

C nomouwbto Elcomsoft Phone Viewer MOXHO npocmaTtpvBaTb HE 3alULIEHHbIE MapOrieMm
pe3epBHble KOMUU AaHHbIX, CO3a4aHHble C NoMoLLblo iTunes. Ecnn Xe dann 3alnWén naponem,
ero notpebyetcd npeaBapuTenbHO paclumdpoBaTh ¢ nomowbio Elcomsoft Phone Breaker.

Gonee nodpobHas uHgopmauus o6 Elcomsoft iOS Forensic Toolkit:

http.//www.elcomsoft.ru/epv.html
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Elcomsoft Explorer for WhatsApp

Elcomsoft Explorer for WhatsApp (EXWA) — yaoGOHbIi WMHCTPYMEHT Ans
N3BreYeHnsi, NPOCMOTPa U aHanM3a Nepenvcku Norb3oBaTenen B NPUIIOXEHUN
WhatsApp anga iOS. [JaHHble NpuroXeHuss MOTyT MU3BIeKaTbCsl M3 JToKanbHbIX
(iTunes) n «obna4vHbix» (iCloud) pe3epBHbIX KOMUIA MOOWIBHBIX YCTPOWCTB Nop,
ynpaBneHnem Apple i0OS. Kpome TOro, noaaepxmBaeTcs W3BMeYeHne
aBTOHOMHbIX pe3epBHbiX konui WhatsApp, cos3gaBaeMbix B «obnavyHoM»
xpaHunuwe iCloud Drive. 3awudpoBaHHble AdaHHble  MOryT  ObiTb
paclumncpoBaHbl NPY ykasaHUM KOPPEKTHOTO Naporsisi.

B pexume npocmoTpa [OCTYMHbl (OYHKUMKM ObICTPOro noucka 3anvcen wu
GunbTpaumMm OaHHbIX, MO3BOMAKOWMNE O0TOOPaA3nNTb TONMbKO WHTEpEecyLlne

3anucu — HanpuMep, nonagatoLLme B 3a4aHHbIA BPEMEHHON MPOMEXYTOK.

Elcomsoft Explorer for WhatsApp — WMHCTPYMEHT «BCE B OOHOMY», BKIHOYalWMiA B cebsi pyHKUMM MO
n3BneYeHnto, paclumdpoBke n NpocMoTpy AaHHbIX WhatsApp.

B Elcomsoft Explorer for WhatsApp noagepxuBarTcs criegylolime MeToAbl U3BMIEYEHWUs] OaHHbIX MPUIOXKeHUs
WhatsApp ans iOS:

U3BneyeHme 13 nokanbHbIX pe3epBHbIX konun iTunes

YctpovictBa nog ynpasneHnem iOS mMoryT co3gaBaTb pe3epBHbIE KOMMW BCEX AaHHbIX MOCPeaCTBOM
npunoxexust Apple iTunes. C nomowbto Elcomsoft Explorer for WhatsApp n3 pesepsHoii konum B
dopmarte iTunes n3BnekarTCs BCE AaHHbIE, MMeEtoLME OTHOLWEHME K npunoxeHuto WhatsApp,
BKITOMAsA KOHTAKTbl, UCTOPUIO MEPENUCKK, OTMPaBEHHbIE U NoNyyYeHHble dhoTorpadun.
3alwmndpoBaHHble pe3epBHbIe KOMMU MOXHO aBTOMaTU4YeCckn paclumdpoBaTb, yka3as naposib.
M3BnevyeHne U3 CUCTEMHBIX pe3epBHbIX KONUN B «obnayHom» xpaHunuuwe Apple iCloud
Ecnu Ha yCTpoWCTBE BKIOYEH PEXUM aBTOMATUYECKOro cosaaHnst pesepsHbIX konui B iCloud, ¢
nomoLubto Elcomsoft Explorer for WhatsApp mMoxHo ckayaTb M3 «obnaka» AaHHble, MetloLmne
oTHoweHure k npunoxeHuto WhatsApp. N3BnekaroTca KOHTaKTbl, UICTOPUA NEPENNCKN, oTorpacun.
MoppepxuBaeTcs ObICTPbIN pexxum paboTbl ¢ «0Bnakom», B KOTOPOM M3BMEKAETCS TOMNbKO
peneBaHTHasa nHdopmauma 6e3 HeoOXxoOUMOCTM CKaunBaTb BCe rurabanTbl AaHHbIX 00pasa gaHHbIX
ycTponcTea. [1nsa ckaunBaHusa ns «obnaka» Heobxogmmo ykasaTb Apple ID n naponb nonb3osatens
nnbo BOCMONb30BaTLCA MapkepoM ayTeHTMdMKaLmn.

M3BneyeHne aBTOHOMHbIX pe3epBHbIX konun WhataApp u3 iCloud Drive

B npunoxeHun WhatsApp ons iOS MOXHO BKMOYNTL PEXUM CO34aHNA aBTOHOMHbIX PE3€PBHbIX
KONuUW AaHHbIX, paboTatolwmi gaxe B TOM cnyvae, Korga pesepBHOe KOnMpoBaHUe CUCTEMbI
cpeactBamu iOS He akTMBUpPOBaHO. [laHHble XpaHaTcs B «obnavyHom» cepBuce iCloud Drive. C
nomoubto Elcomsoft Explorer for WhatsApp MOXHO ckayaTb TakMe aBTOHOMHbIE pe3epBHbIE KOMUK.
[ns ckaumBaHua n3 «obnaka» Heobxoaumo ykasatb Apple ID n naponb nonb3oBaTtens nNubo
BOCMOMb30BaTbCA Mapkepom ayTeHTudukauuu.

B pexume npocmoTpa gaHHbix Elcomsoft Explorer for WhatsApp Bce gaHHble, NONy4YeHHbIE U3 HECKOSbKUX
NCTOYHMKOB. ogaepXnBaloTCs PeXMMbl MOWCKa M (PUAbTpauun AaHHbIX, YTO MO3BONSET ObICTPO HaWTU
HyXXHble 3anMCy WNN BbIBECTW Ha 3KpaH TOMbKO Te COOOLLEHWsl, KOTOpble COOTBETCTBYIOT 3adaHHOMY
KpuTepuio. locTyneH pexvum dounbTpaumm no 3agaHHOMY BPEMEHHOMY NMPOMEXYTKY.

Bbonee nodpobroHas uHgpopmayusi 06 Elcomsoft Explorer for WhatsApp:
http://www.elcomsoft.ru/exwa.html
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Elcomsoft Cloud eXplorer

Elcomsoft Cloud Explorer — uHCTpymMeHT Ansa ussneyeHns n yaobHoro
npocmoTpa AaHHbIX M3 Google Account. M3BnekatoTca 3anncu 1 3aMmeTku
Google Keep, CMHXPOHM3MPOBaHHbIE KOHTAKTbI NONb30BATENS U KPYr €ro
o0LeHunsa, 3aknagkv, naponm u WUCTopuUst MPOCMOTpa CTpaHuy, u3
6paysepa Chrome, nctopmsi NOMCKOBBLIX 3aNpPOCOB N NEPEXOAOB, AaHHbIE
O MEeCTOMONOXEHNN MOSb30BaTENs], KaneHgapu WM MHOroe Apyroe.
CkaumBatotcsa n otorpadunn, cCoxpaHéHHble NoNb3oBaTenemMm B CEPBUC

Google Photos.

MpooyKT ncnonb3yeTcst KpUMUHaANUCTaMn U 3KCnepTamm KOMMNbIOTEPHOM
©e3onacHoCTM npu NpoBeAeHMM paccrnefdoBaHuin B cdepe kubep-
npectynnenunin. C nomoulbto Elcomsoft Cloud eXplorer MOXHO He TONbKO
ckayaTb MacCuB AaHHbIX, COOpaHHbI O nornb3oBaTtenie komnaHuel Google, HO M MNPOCMOTPETb BCHO
N3BMEYEHHYI0 MHOPMaLNIO HENOCPEACTBEHHO B MporpaMme. BCTPOEHHbIN MHCTPYMEHT Anis npocMoTpa
OaHHbIX aBTOMaTtuyeckn obpabaTtbiBaeT ABOMYHbIE DOpMaThbl M NPUBOAUT AaHHblE K BuAy, yOoOHble ans

BOCNPUATHNA N aHanuaa.

®PyHKUMM BbICTPOro Mnovcka W unbTpauum MNOMOIrYT HaWTWM HYyXHble [aHHble WM OTUNbTPOBaThb
nHpopMauMio No 3agaHHOMY MPU3HaKy. BCTPOEHHbIN WMHCTPYMEHT Ansg npocmoTpa  u3obpaKeHun
oToGpakaeT He TONMbKO camu cpoTorpacpmm, HO M conyTcTBylWMe AaHHble u3 TeroB EXIF, Bkntovas

Mchopmau,mo O KoopAanHaTax TO4YKK, B KOTOpOVI ObInT caenaH CHUMOK.

KomnaHus Google cobupaeT orpoMHble MacCuBbl JaHHbIX O 3aperucTpuMpoOBaHHbIX MOMb30BaTENsX CBOMX
CepBUCOB. OTO U CUHXPOHU3MPOBAHHbIE KOHTAKTbl CO BCEX MOOWMBbHBLIX YCTPOMCTB MNONb30OBaTeENd, U
kaneHaapu, n 3ameTkn Google Keep, 1 NCTopmsi MOMCKOBBIX 3arMpoOCOB CO BCEX CTALUUOHAPHBLIX U MOBUIbHBIX
YCTPOWCTB nonb3oBaTtens, u dotorpacdmm ns «obnaka» Google Photos, un coobieHmsa Hangouts, n mHoroe,
MHoroe gpyroe. [1ocTyn K 3TMM AaHHbIM LUTaTHBIMW CPEACTBaMU BO3MOXEH, HO JOCTAaTOYHO TPYAOEMOK, Mpu
3TOM MHGOPMaLMS U3BMNEKAETCS N3 pa3HbIX MECT M COXpPaHAETCH B MHOrOYMCIeHHbIX popmatax. Elcomsoft

Cloud eXplorer ynpolyaeT npoLecc M3BfiedeHnst 4aHHbIX 1 aBTOMATU3MPYeT UX KOHBEPTaLMIO U MPOCMOTP.

Ona poctyna Kk uMHdopmauun notpebyeTcsa BBeCTM AaHHble yd4éTHOM 3anucu Google. NMopaepxmnBaeTcs

OByxdakTopHasa ayTeHTMdUKaLms.

Gonee nodpobHas uHpopmauyus o6 Elcomsoft Cloud eXplorer:

http://www.elcomsoft.ru/ecx.html
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Elcomsoft Wireless Security Auditor

Elcomsoft ~ Wireless Security Auditor nossonseT ceTeBbIM
agvHUCcTpaTtopaM  MpOBEPWUTb,  HACKOMbKO  3alyuiieHa  KopropaTuBHas
H6ecnpoBogHas ceTb. Mcnonb3ysa 3anaTeHTOBaHHYO TEXHOMOMMIO annapaTHoro
YCKOPEHUsI BOCCTaHOBMEHWS Naposnien npyu noMoLum brogxeTHbIx rpadpuyecknx
yckopuTenew, Elcomsoft = Wireless  Security  Auditor  nossonser
npotectupoBatb naponu WPA/WPA2-PSK n Takum obpas3om onpenenuthb,

Hackornbko 6e3onacHa 6eCFIpOBO£I,Ha$| ceTeBasd cpeaa.

Mporpamma no3sonseT:

=  Onpepgenutb CTeneHb 3alUMLLEHHOCTV BecnpoBOAHON ceTh
= Onpegenutb HagéxHocTb naponen WPA/WPA2-PSK

=  C3KOHOMUTb BPEMSI, UCMOSb3YS 3anaTEHTOBAHHYI TEXHONOMMIO anmnapaTHOro YCKOPEHMUS! Y OOHY UITN HECKOMbKUX
BugeokapT NVIDIA nu6o AMD

=  Mcnonb3oBaTb crneumnanbHble yckoputenu Tableau TACC1441

= 3anyckaTb MOLLHbIE aTaku Nno CroBapio C HacTpanBaeMbIMy MyTaLUsaMu

= [lponsBoauTb aTtakn U3HYTPU U N3BHE CETU

=  CopepxuT BCTpoeHHbI cHuddpep ans Wi-Fi cetein (nogaepxusatotcs agantepsl AirPCap)

AyauTt 6esonacHocTu 6ecnpoBOAHbLIX ceTen

Elcomsoft Wireless Security Auditor npoeepsieT 6e3onacHocTb 6ecnpoBOAHON CeTW, MbITasiCb MPOHMKHYTb B Hee
cHapyxu unu usHytpu. Pabota Elcomsoft Wireless Security Auditor Hukak He oTpaxaeTcsi Ha (PYHKLUMOHUPOBAHUM
6ecnpoBogHON ceTu, KOTOpy MpoBepsieT nporpamma. EWSA aHanuaupyeT nakeTbl CeTEBbIX COOOLLEHUA U MbITaeTcs
«B3romMaTb» naponu WPA/WPA2-PSK.

Elcomsoft Wireless Security Auditor npoussoanT ayamt n BOCCTaHOBMEHME Napornen B TedeHue 3adaHHOro otpeska
BpemeHu. Elcomsoft Wireless Security Auditor siBnsieTcst ofHOM 13 caMbix BbICTPLIX Y Haubornee MOLLHbLIX NPorpaMM Mo
BoccTaHoBneHuto naponen B Wi-Fi cetax. Ecnn Elcomsoft Wireless Security Auditor He MoxeT «B3noMaTtb» HU OOUH
naponb B cetn Wi-Fi B TeyeHue pasyMHOro npomexyTka BpeMeHWu, TOo BCsi BecnpoBogHasi ceTb MOXET CHMTATbLCS
3alLUNULLEHHON.

AnnapaTHoe YCKOpeHune

YHuKanbHas TEeXHONMOrMs annapaTHOro YCKOpPEHVUsl BHeApeHa B MporpaMMmy AN BOCCTaHOBIEHUS naponen B
6ecnpoBOAHbIX CETAX, YTO MO3BOMWUMO B COTHM pa3 yMeHbLUWTb BpeMs BoccTaHoBneHus naponen WPA/WPA2-PSK.
Moppepxusas no 4 rpacdpuyeckmx yckoputenen NVIDIA (GeForce, Quadro, Tesla) nnu AMD (Radeon HD cepwmin 5000,
6000 n 7000). Elcomsoft Wireless Security Auditor no3BonsieT npyu MUHUManbHbIX BIIOXEHWUSIX CO34aBaTb CUCTEMBI, MO
Npon3BOANTENBHOCTU CPaBHUMbIE C CynepKoMnbloTepamu. Takke nogaepxusatotcs yckoputenu Tableau TACC1441.
Tunbl aTtak

Elcomsoft Wireless Security Auditor nponssogut ataku no crnoeapto, 4Tobbl onpeaenvTs Naponu, CoCTosILLME U3 CIOB U
dpa3s pasroBOpPHOro si3bika. [prMeHasa HacTpanBaeMble Nonb3oBaTeneM MyTauum crioB u3 cnosaps, Elcomsoft Wireless
Security Auditor ocywiecTBnseT COTHV BUAOU3MEHEHUA KaOoro crnosa, 4Tobbl o6GecnevnTb HambormbLUyk LUMPOTY

oxBaTa pas/inyHbIX BapnaHTOB napone|7|.

bonee nodpobHas uHghopmayusi 06 Elcomsoft Wireless Security Auditor:
http://www.elcomsoft.ru/ewsa.html
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Elcomsoft Forensic Disk Decryptor
Elcomsoft Forensic Disk Decryptor obGecneunmBaeT MOMeHTasnbHbIA AOCTYN K
COAEPXUMOMY 3alUnMppOBaHHbIX AMCKOB, CO3OaHHbIX KpunTokoHTenHepamu BitLocker, PGP u
TrueCrypt. [OCTynHbl pexuMmbl MOMHOW paclingpoBKM UM OnepaTtMBHOro AocTyna K
nHcpopmaummn. Knoun gns pacumgpoBkM COAEPXMMOro KPUNTOKOHTENHEPOB WM3BIEKaTCs U3
crnemnka onepaTUBHOW MNaMsATM KOMMblOTEpPa, MeTodoM artaku 4Yepe3 nopT FireWire nubo
aHanusom cavina rmbepHauun. ObecneunBaeTcsi LLENOCTHOCTb U HEM3MEHHOCTb U3BMEYEHHBIX

AaHHbIX.

Bo3moxHocTtn npoaykKkTta

= PacwwndpoBka uHGOpPMaUUK, 3aLULLEHHOMW TPemMsi caMbiMU pPacnpOCTPaHEHHbLIMMU
KPUNTOKOHTENHEpaMm

= [Moppepxka 3awmiéHHbIX TomoB BitLocker, PGP n TrueCrypt

= [logaepxka nopTaTMBHbLIX HOCUTENEN U chrew-kapT, 3awmiéHHbIx BitLocker To Go

= [loppepxka Bcex pexumoB pabotbl PGP, Bkntoyas pexum windpoBaHns BCEro Ancka

= [JlocTyn B pexumax peanbHOro BpeMeHu 1 MOHON pacLuMdpOBKn

=  MsBneueHue knwouyer pacwmndpoBKM OaHHLIX M3 dannoB rmbepHauun, darnna-obpasa onepaTtvBHOM NamaTh
KoMnbloTepa

=  M3BnekaeT Bce KMoy M3 gamna onepaTMBHOW NamATM eQUHOBPEMEHHO, AaXe eCnu B CUCTEME MPUCYTCTBYIOT
bonee, 4emM OAMH KPUNTOKOHTEWNHEP

= [apaHTus LenocTHOCTU U HEM3MEHHOCTU UCCNeayeMbIX AaHHbIX

= BoccTaHoBMNEHWE 1 COXpaHeHWe Knoden pacumdpoBKN AaHHBIX

= [logaepxka 32- n 64-paspagHoix Bepcun Windows

Elcomsoft Forensic Disk Decryptor — He3aMeHUMbIN WHCTPYMEHT KpunNTOaHanuTuka, MO3BONSAIOLLMNA
CNeACTBEHHbIM OpraHam, KoprnopaTuBHblM oTAdenam 6GesonacHocTM U cneuyuanucTaMm Mo UHMOPMaLMOHHON
6e30MacHOCTM NOMy4YnTb ONepaTUBHBLIA AOCTYN K COAEPXMMOMY TPEX CaMblX PacnpOCTPaHEHHbLIX KPUMTOKOHTENHEPOB.
M3BneyeHne AaHHbIX M3 3alIMpPOBaHHbLIX TOMOB OCYLUECTBASETCS B peXUMe pearnbHoro BPeMeHW, a eQUHCTBEHHBLIM
aKkTopoOM, OrpaHUYMBaIOLMM CKOPOCTb paboTbl NPoAyKTa, SABNSAETCH OrpaHWYEHHas CKOPOCTb YTEHWUS AaHHbIX C

YXECTKOro Aucka.

B pexvme nonHon pacwumndpoBkm Elcomsoft Forensic Disk Decryptor co3gaét nonHyto Konuio BCeX AaHHbIX,
XpaHSALWMXCA B 3allMppoBaHHOM ToOMe. OTOT peXuM Mone3eH CrneACTBEHHbIM OpraHaMm Ans CO3haHusi AoKas3aTerbHOn
6a3bl. B onepatuBHOoM pexumMe npoaykT obecneuynmBaeT MOMEHTanbHbIA BbIGOPOYHBIN AOCTYN K OaHHbIM, MOAKIOYas
3almMdpoBaHHble TOMa B BMAE HOBbIX OMCKOB U pacluMdpoBbiBas cuntbiBaeMble dainbl Ha neTy. PaboTta Elcomsoft

Forensic Disk Decryptor B onepatmBHom pexume mano otnnyaeTcs oT dyHkunmoHnposaHus BitLocker, PGP n TrueCrypt.

Kntoun paclumpoBkn AaHHbIX XPaHATCS B ONePaTVBHOW NaMATU KOMMblOTEpa BCE BPEMS, NOKa MOAKIOYEHbI
3awmdpoBaHHble ToMa. [Npn nepeBofe KOMMbOTEPa B PEXUM rmbepHaLmmn 3Th Knoum coxpaHstotes B danne. Elcomsoft
Forensic Disk Decryptor cnocobeH n3sneys Heobxoammble Ana paclunMdpPOBKU AAHHBIX KNHOYX 13 hainos rmbepHaumm n
CrenkoB onepaTMBHOM NaMsATU, CO3AAHHBIX MOBON KPMMUHANUCTUYECKON NPOrpamMMoNn, a Takke NonyyYeHHbIX METOAOM
atakm 4epes nopt FireWire. CHATb cnemok namaTu paboTaioliero KoMMbloTepa MOXHO C MOMOLLBbIO OAHON 13

MHOro4YncneHHbIX nporpamMmm.

Gonee nodpobHas uHpopmayus 06 Elcomsoft Forensic Disk Decryptor:
http://www.elcomsoft.ru/efdd.html
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@ ELCOMSOFT

NMporpammbl onst obecnevyeHuns
0e30nacHOCTU CucTeMbl

Brnarogapa npogyktam 3nkomMCoT, CUCTEMHblE afMUHUCTPATOPbl M CrneuManucTel No  MHAOPMaLMOHHOW
6e30MacHOCTU UMEKT BO3MOXHOCTb MOBLICUTb CTEMEHb 3aLUMTbI B KOPMOPATUBHBLIX CETSX U BOCCTaHOBUTL Maponu kK
y4YeTHbIM 3anucsaM U AaHHble nonb3oBaTtenen B onepaumoHHblx cuctemax Windows 2000, Windows 7 (32 bit), Windows
7 (64 bit), Windows Server 2003/2008, Windows Vista (32 bit), Windows Vista (64 bit), Windows XP, Windows 8, Win-
dows 8.1

Proactive Password Auditor

Proactive  Password Auditor nomoraetr agmMuHucTpatopam  MNpPOBEPUTb

6e3onacHOCTb JOKarnbHbIX CeTeW, BbINOMHAA ayauT MOoMb30BaTeNbCKUX Maporen.

BbisBnaa HebesonacHble naponu, Proactive Password Auditor nossonser

OnpeaenuTb, HACKOMbKO YA3BMMa CETb K aTakaM 3I10YMbILLNEHHUKOB.
Bo3moxHocTu Proactive Password Auditor

= [lpoBepsieT, Hackonbko 6e3onacHbl Naponu, 3alyaroLime nonbL3oBaTenbCK1e
y4YeTHble 3anucu

= BoccTtaHaBnvBaeT naponu K fiokanbHbeiM U AD y4eTHbIM 3anmcam

= [Ipou3BoaMT Takue ataku, kak NosHeIn Nnepebop, ataka no cnoeapto nnn Rainbow-ataka

= [lognepxwmeaet Windows NT4/2000/XP/Vista/2003/2008 n Windows 8.

AyaunTt ceteBon 6e3onacHoCTuU

HocTaTtouHo ogHoro cnaboro napons, 4Tobbl BCA ceTb Oblna noaBepxeHa onacHocTu. Proactive Password Auditor
npoBepsieT 6e30MacHOCTb CETU, NblTasicb B3nomMaTb ee. Ha AaHHbIN MOMEHT Takoi cnocob ayauTa siBNsieTCs cambiM
HaZEXHbIN 1 3dpekTBHLIM. Mporpamma NPoOBOAMT paf aTak, NPU3BaHHbIX «B3NIOMaTb» Naporb nonb3osaTtens. Proac-
tive Password Auditor no3sonsaeT ocyLecTBNATbL ayauT naposnen B TeYEHNN OrpaHUYEHHOro NpoMexyTka BpeMeHn. Ecnn
yAanochb B3nomaTtb Naporib 3a KOPOTKOE BPEMS, TO BCA CETb Y€ He MOXET cyMTaTbcst 6e3onacHom.

BoccTtaHoBneHue naponen y4eTHbIX 3anucemn

AamuHncTpaTtopbl MOryT ucnonb3oBaTb Proactive Password Auditor n ans BocctaHOBNeHUs naporien K y4eTHbIM
3anucam Windows. Proactive Password Auditor aHanuanpyeT xelun nofnb3oBaTeNbCKNX Napofien n BocCTaHaBnNueaeT
COOTBETCTBYOLLME UM Naponu, Aenas BO3MOXHbIM MONTHOLEHHOE MCNOMb30BaHNe YYETHbIX 3anuncen, BKIoyas JoCTyn K

dannam n nankam, saLLumieHHbIM ¢ nomoLlbio Encrypting File System.

BbicTpoe BoccTaHoBneHue ao 95% naponeun

Proactive Password Auditor ncnonb3yet HeCKONbKO MPOCTbIX METOLOB B3fioMa Maposier, BKAYas MNOJSHbIN
nepebop, aTtaknm NO Macke K Mo crioBapto, a Takke Rainbow-atakn. Camas addekTnBHasa ataka -- Rainbow-artaka,
MOCKOSbKY OHa MCMonb3yeT 3apaHee NoAroToBrneHHble Tabnuupbl xelwen. OTo no3sonseT HaxoauTb 00 95% naponen

3a HECKOJIbKO MUHYT.

Gornee nodpobHas uHopmauyus o Proactive Password Auditor:

http://www.elcomsoft.ru/ppa.html
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Elcomsoft Distributed Password Recovery
Elcomsoft Distributed Password Recovery - BbICOKONPOU3BOAUTENBHOE peLleHne
[Nl BOCCTAHOBIIEHUS naponen ans nccnenoBaTeribCKUX nabopaTopui,
rocygapCTBEHHbIX areHCTB M Kopriopauui, ucnonbayowmx o 10 Teicay 06 benHeHHbIX
B CETb KOMMbIOTEPOB. MCNOMb3ys yHWKanNbHYO TEXHOMOIMIO YCKOPEHWUS U FNMHENHOe
macwTabuposaHue, Elcomsoft Distributed Password Recovery nossonsieT 6bicTpo
BOCCT@HOBWUTb [aHHble U SIBNSIETCS OOHMM M3 caMmbiX NepenoBblX NPOAYKTOB MO

BOCCTaAHOBIIEHMIO Naposier JOCTYMHbIX Ha CErOAHALLHUIN OEHb.

XapaKTepMCTM KN U npeunmMyllecTtBa

o [lopgepxka rpacuyeckux npoueccopoB NVIDIA n AMD nossonseT
BOCCTaHaBnuBaTthb A0 1 Munnuapga naponen B CekyHay
e [lopaepxvBaeT 4o 32-x NPOLLECCOPOB UK sigep 1 Ao 8-x rpadmnyeckunx KapT Ha ogHon paboyei cTaHumm
e  50-kpaTHoe yckopeHue nepebopa Ha npoueccopax NVIDIA n AMD (nonyyeH naTeHT)
JInHenHoe MmacwTabvpoBaHUe 1 NMHENHBIN POCT NPOU3BOAUTENBLHOCTM Npu Ucnonb3oBaHun Ao 10000 pabounx
CTaHuum
CoepguHeHne c cepBepoM MOXET ObITb YCTAaHOBINEHO Kak Mo FOKarnbHOW CeTH, Tak 1 yepes NIHTepHeT
YnpaeneHue cepepom c ntobon paboyer cTaHuMmM C UCNoNIb30BaHMEM KOHCOMMN
"paduk pacnpegeneHns Harpysku
MuHMManbHbIA 06MEH OaHHBIMU MO CETU CBOAMT NOTEPM OT MaclUTabnpoBaHWs K HYIO

MoppepxnBaembie hopmaTtbl PanyioB U NPUIOXKEHUA

Microsoft Office: Word, Excel, PowerPoint, Money, OneNote

OpenDocument (OpenOffice, StarOffice)

PGP (ancku, nuyHble cepTudmkaTthbl, CamopacnakoBbIBaOLLMECS apXMBbl U T.4.)
Maponu k kpunTokoHTenHepam TrueCrypt u BitLocker

CepTudumkatsl Personal Information Exchange (PKCS #12)

Adobe Acrobat PDF

Maponu noneb3osatenen Windows NT/2000/XP/2003/Vista/7/2008 (LM/NTLM)
Maponu SYSKEY, Domain Cached Credentials

®avinbl IBM Notes 1D

MD5 hashes

Maponu nons3oBaTtenet UNIX n Oracle

Maponn WPA-PSK

Mactep-naponu TheBat!, Mozilla/Firefox/Thunderbird

YckopeHue pacwmcppoBku npu nomolum rpacpunyeckux kapt NVIDIA

VMcnonb3oBaHne rpadudecknx KapT MO3BONSEeT YCKOpUTb pacwmdpoBky 6Goree 4yem B 50
pas. Mogaepxusatotca Bugeokaptbl NVIDIA (GeForce, Quadro, Tesla) 1 AMD Radeon HD cepun 5000,
6000, 7000, a Takke R7/9. B Elcomsoft Distributed Password Recovery vcnonb3ylTcsi yHUKanbHble
3anaTteHToBaHHble pa3paboTkm ElcomSoft B o6nactu onTummusauum nporpaMMHOro Kofa, YTo CyLLeCTBEHHO
yckopsieT npouecc nepebopa naponein. Micnonb3oBaHune rpadmyecknx aganteposB No3BonseT genermposaTb
OCHOBHYIO BbIYUCNIUTENBHYIO Harpy3ky Ha Npou3BOAMTENbHbIE MOLLHOCTU BUAEOKapT, NO3BONAsS 0OOMTbLCA
npon3BoaANTENIbHOCTN, paHee ,EI,OCTyI'IHOVI Mulb  Ha CynepKkoMnbioTepax. Takke nogaepXxmnBaroTca
yckopuTtenm TableauTACC1441.

Gonee nodpobras uHpopmayus o6 Elcomsoft Distributed Password Recovery:
http://www.elcomsoft.ru/edpr.html
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Elcomsoft System Recovery

[o 40% obpalieHunit B criy0bl TEXHUYECKON NOAAEPKKN CBSI3aHbl C
3a0bITEIMW UMW YTEPSIHHBIMU NaponsMu Ans Bxoga B cuctemy. C
nomowbito ESR Bbl MOXeTe BOCCTaHOBUTL WM COPOCUTHL  Maposb
nerko n 6oictpo! Het HeobxogumocTn nepecdopmaTnpoBaTb AUCK UMK
nepeyctaHasnueate Windows. [lpocto 3arpy3uTe KoMmMbiloTep C
roTOBOrO K MCMONb30BAHUIO AUCKa U pas3briokMpynte Bally CUCTEMY
GyKBanbHO 3a HECKOIbKO MUHYT.

Elcomsoft System Recovery no3sonsetr MrHoBeHHO cOpOCUTb Unn
NMOMEHSITb MAPOSIN K YY4ETHLIM 3aNnNCsAM, a Takke BKIIOYaeT psag aTak, ¢
NMOMOLLIbIO KOTOPbIX MOTYT ObITb HaNOEHbI OPUrMHANbHbIE MAPOSN.

Elcomsoft  System Recovery  pasbnokupyeT  y4éTHble  3anucu
AOMuHMCTpaTopa u apyrux nonb3oBartener B cuctemax Windows NT, 2000, XP, 2003 Server, Vista 1 Windows 2008

Server.

XapaKTepMCTM KN U npeunmMyllecTtBa

e BoccTaHoBneHne opurmHanbHbIX Naponen (B HEKOTOPbIX criyvasx), obecneymsaroLiee 4OCTYN K AaHHbIM,
3alWmMdppoBaHHbIM € Ucnonb3oBaHem EFS

e  BO3MOXHOCTb BbIrPy3ku Xallen naponen (4ns AanbHenLero aHanuaa u BOCCTaHOBMEHNS) KaK U3 NOKanbHOro
peecTpa, Tak 1 u3 Active Directory

e [logHATne npuBunerni (4o ypoBHsA AgMuHUcTpaTopa) Ans mobon y4ETHOM 3anmcu

e JlocTyn K y4ETHBLIM 3anncaM, y KOTOPbIX UCTEK CPOK AENCTBUS Napons unun nmetowmnx cratyc locked mnnu
disabled

e [lopaepxka pannosbix cuctem FAT n NTFS

e lcnonb3oBaHue npmebI4HOro rpaduyeckoro nHTepdenca Windows

o [lopaepxka nokanu3aoBaHHbIX Bepcun Windows; paboTta ¢ umeHamu nonb3oBaTenen n naponsMm Ha BCex
A3blKax; aBTOMaTn4eckoe onpeneneHne Bcex yctaHoBneHHbIX konun Windows

e [loagepxka LLMPOKOro crnekTpa annapaTHoro obecneveHus, Bknoyas koHTponnepsl SATA, RAID n SCSI ot
npoussoautenen NVIDIA, VIA, SiS, Adaptec, Promise n LSI

FoToB K 3arpy3ke

lMporpamma cosgaHa Ha ocHoBe nuueHsmpoBaHHou Yy Microsoft cuctembl Windows Preinstallation Environment
(Windows PE). Elcomsoft System Recovery nocrtaBnsietcs B BMAE rOTOBOr0 3arpy304HOrO Aucka, KOTOPbIA MOXHO

ncnonb3oBaTtb HeMeaneHHo; npu HeobXxoaAMMOCTU MOXHO co3aaTb 3arpy30L|Hb||7| USB-auck.

Jlerko ncnonb3oBartb
Cuctema Windows PE npepoctaBnsieT yao6HbIi U npuBbIvHbIA MHTepdenc Windows. Hukakmx CKpUNTOB, HUKaKOW
KOMaHAHOW CTPOKKM, HUKaKWX CROXHbIX Hactpoek. [pocto 3arpysute komnbtotep ¢ CD wnu dnew-gucka Elcomsoft

System Recovery v pelmTe Bce Npo6rembl, CBA3aHHbIE C AOCTYTNOM B CUCTEMY.

Gonee nodpobHas uHgpopmayusi o6 Elcomsoft System Recovery:
http://www.elcomsoft.ru/esr.html
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Advanced EFS Data Recovery

Advanced EFS Data Recovery BoccTaHaBnuBaeT 3allnpoBaHHble
cbaiinbl 1 nanku u pabotaet co Bcemu Bepcusmu Windows 2000, XP, 2003,
Vista, windows 7 n Windows Server 2008. BocctaHoBneHne BO3MOXHO
Jaxe B crniyvasix, korga cucrtema noBpexaeHa, He 3arpyaeTcsa unm Korga
yTepsiHbl HEKOTOPbIE KIMHOYU LWNGPOBAHUS.

Advanced EFS Data Recovery BocctaHaBnuMBaeT cTaBlUne
HEeAOCTYMNHbIMU BCNeacTBre oLmMBoK aAMUVHVCTPUPOBaHNSA
3allndpoBaHHble AaHHble. [pumepbl Takmx OLWMOOK: yoaneHue y4YeTHbIX
3anvcent nonb3oBaTtenen, OTCYTCTBME areHToB BoccTaHoBreHus (Data
Recovery Agents) wnum wnx  HenpaBuIbHOE  KOHWIypupoBaHwue,
HEKOPPEKTHBIN MepeHOC Y4YETHbIX 3anvMcen B APYro AOMEH, a TaKke

nepeHoc ANCKoB C 3aLIJI/1dI)pOBaHHbIMI/I OaHHbIMU MeXy KOMNboTEepamMun.
MpuMepbl NnpuMeHeHUs

Advanced EFS Data Recovery siBnsieTcsi MOLHOW YTUITMTOW BOCCTAHOBIEHWUS] AaHHbLIX, MOMOrawLen Mnonyyntb
OOCTyn K dharinam B LLeNoM psiie CrOXHbIX CIy4aeB.

= [lnck ¢ 3aimdpoBaHHbIMU JaHHBIMU BCTaBIEH B APYroi KOMMbIOTEP

= YpaneHbl y4eTHble 3anvcu nnv npodunu nons3oBartenei

=  HekoppekTHbii (6e3 yuyeTa EFS) nepeHoc y4eTHON 3anucu B ApYron JOMEH

=  CuCTeMHbI agMUHUCTpPaTop cOpOCUN Naporib YY4ETHON 3anuncu

= [loBpexaeHHbIV AucK unn dannoBas cuctema, onepaumoHHasi CucTeMa He 3arpyaeTcs

= [lpousBeaeH anrpens KomnboTePa UNN NepeyctaHoBneHa onepaumoHHas cuctema Windows

= CucTemHbIn pasgen oTopMaTUpoBaH, HO 3alinMgpoBaHHbIE AaHHbIE OCTanuCh Ha APYroM AUcKe

BoccTtaHoBneHue 3awmdpoBaHHbIX hannos

Advanced EFS Data Recovery 6bicTpo 1 addpekTBHO paclumpoBbiBaeT AaHHbIe, 3allyileHHble cpegcTBamu EFS
(Encrypting File System). CkaHupys auck cektop 3a cektopoMm, Advanced EFS Data Recovery o6HapyxwuBaet
3awmndpoBaHHble annbl U OOCTYMHbIE KITOYX LWINPOBaHUA, nocne 4ero gewmndpyet HangeHHble dannbl. Mpsmon
JocTyn k davinoson cucteme nossonsiet Advanced EFS Data Recovery BoccTaHaBnmBathb 3alimMdpoBaHHble alnbl B
CaMblX CMOXHbIX Cryyasx, Hanpumep, Korga HeT BO3MOXHOCTW BOWTU B CUCTEMY, WM KOFAA HEKOTOPbIE KITOYM

LWMPpOBaHUA NOBPEXAEHbI MW HEAOCTYMHBbI.

BbicTpbIn goctyn

Mpn nomowm Advanced EFS Data Recovery B nogasnsitoiem 60nbLUMHCTBE Cry4aeB BO3MOXHO BOCCTaHOBIIEHWE
3awmdpoBaHHbix EFS gaHHbIX. B nporpamme B nornHow mepe ucnonb3dyeTcs ya3BuMocTb EFS, nmpucytctsytowias B
Windows 2000, 4TO NO3BOMSET CYLECTBEHHO YNpOCTUTb BOCCTaHOBMEeHWE hannoB. ECrin M3BecTeH naposib yY4eTHOW
3anucy (MnNu napornb, WUCMOMb3yeMbli paHee, A0 TOro kak OH Obin ydaneH CUCTEMHbIM aAMUHUCTPaTOPOB) WNU

AOMUHKUCTpaTopa, TO AOCTYN K 3alMdPOBaHHBIM harinam MOXHO Nosy4nTb NPaKTUYECK MIHOBEHHO.

MpodeccroHanbHas Bepcust AEFSDR obHapyxumBaeT mMacTep- U NMYHbIE KIOYM B yAAneHHbIX annax, ckaHupyet
OWCK Ha YpPOBHE CEKTOPOB M MCMOMb3yeT LabnoHbl AN obHapyXeHUs Knoden WndpoBaHus, YTO AaeT BO3MOXHOCTb

BOCCT@HOBUTb AaHHble B Criyyae nepegopmaTnpoBaHms UCKOB unn nepeyctaHoBkn Windows.

Gonee nodpobHas uHgpopmayusi o Advanced EFS Data Recovery:
http://www.elcomsoft.ru/aefsdr.html
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Proactive System Password Recovery

Ecnn none3osatens moxeTt asTopu3oBatbca B Windows, To Proactive System
Password Recovery MrHOBEHHO BOCCTAHOBMT MapONM MHOMMX TMNOB 6€3 NMpuMeHeHus
ANuTenbHbIX aTak, a Takke OTOOPasuT CKPbITYD CUCTEMHYIO WHGOPMauMio, Takyto
Kak ngeHTudukatop npogykra unu CD Key.

MrHoBeHHOe BOCCTaHOBNEHue

= [laponu Ha Bxoa Windows 95/98/ME, Windows NT4/2000 (nonb3oBaTesnb LOMKEH

ObITb aBTOPM30BaH B CUCTEME)

Maponu Ha aBTomaTtuyeckunn Bxon Windows 95/98/ME/NT4/2000/XP/2003

Maponu .NET Passport

Kntoun windposaHua n naponu ans 6ecnposogHbix ceten (WEP n WPA-PSK), xpaHumbie ¢ WZC
XpaHumble naponu noneb3osatenen Windows XP (MHOXeCTBEHHble MaHAaThl)

Maponu Ha 3KpaHHy 3acTaBKy

Maponu RAS, naponu goctyna k IHTepHeT-npoBanaepam (dial-up), nponu Ha coeamHenust VPN
Maponu n npaBa goctyna K pasgensembim (shared) pecypcam

Maponu, ckpbITble NoA 3Be3404KaMu, XpaHuMble Ha aucke cbpoca naponen

Maponu k Remote Desktop Connections

BbICTpoe BOCCTaHOBIJ1€eHMe npn NOMOLUN aTakK

Maponu k y4éTHbIM 3anucam nonb3osaTtenen Windows NT/2000/XP/2003/Vista/2008
Maponu Ha aTane 3arpy3ku (SYSKEY)

Maponu, coxpaHéHHble B Domain Cached Credentials

Maponn WPA-PSK

Maponu k yganeHHoMy nomoLuHuky Windows

Maponu Windows 9x u3 cannos PWL

Proactive System Password Recovery He Tonbko BOCCTaHaBnvMBaeT Maponv, HO Takke MO3BOMNSAET MPOBOAUTH
MaHMUMyNsaUMmM ¢ NoNb3oBaTENbCKMMU HACTPOMKaMn 1 hannamm peectpa.

Gonee nodpobHo o Proactive System Password Recovery:
http://www.elcomsoft.ru/pspr.html

Elcomsoft Password Digger

Elcomsoft Password Digger — yaobHbIn MHCTPYMEHT Ans pacmndgpoBKu
naponeu, U3BNeYEHHbIX N3 CUCTEMHbBIX W MOMb30BaTENbCKUX 3aLMLLEHHBLIX
Xpauunuw, keychain  onepauuoHHon cuctembl OS X, [pogykT
pacwundposbiBaeT cogepxmumoe Mac OS keychain, nssnekaet naponu u
COMyTCTBYHOLLME AaHHbIE U coXpaHseT ux B Buae ganna XML. Kpome Toro,
CMUCOK Maponen coxpaHseTcs B BMAE MNPOCTOro TEKCTOBOro dawna ans
MCNONb30BaHWS B KayecTBe CroBaps, MO3BOMSIOWEr0 CyLeCTBEHHO
yckopuTb nepebop naponen CoOoTBETCTBYHOLLMMN NHCTPYMEHTAMMN.

Elcomsoft Password Digger nossonser asTomMaTusavpoBaTb MNpoLecc

pacwndpoBKM U aHanmsa 3anucer u3 3awuMéHHoro xpaHunuwa keychain, nonyyeHHbIX B
pe3ynbTaTe aHanusa komnototepa nog ynpasneHmem OS X. B otnuume ot BcTpoeHHoro B OS X
nHctpymeHTa Keychain Access, Elcomsoft Password Digger He TpebyeT BBOOga naponsa ans
AO0CTyNa K KaXKaown 3arnucu.

Bonee nodpobHas uHgpopmayusi 06 Elcomsoft Password Digger:
http://www.elcomsoft.ru/epd.html
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NMPOrPAMMbBI OJ1 BOCCTAHOBJIEHUA MNAPOJIEN

Hawwn npoayKTbl MO BOCCTAHOBMNEHMIO Naponen nogaepxmaatoT 6onee 200 LWMPOKOMCNONb3yeMbIX
dopmatoB dannos, Takmx kak Microsoft Office, VBA, Microsoft Backup, Mail, Schedule+ n Internet
Explorer, a Takke nporpamMmmbl 4nNsa cxatust 4aHHbIX, KOMAOHEHThI Lotus SmartSuite, Adobe Acrobat

1 MHOTVe apyrue.

Advanced Archive Password Recovery

Advanced Archive Password Recovery BoccTaHaBnvBaeT [JOCTyn K 3awmnpoBaHHbIM
apxvBaMm, CHMMasi MaporbHyl 3awuTy nnbo BOCCTaHaBnMBasi OPWUrMHarbHbIE Maposn.
MoppepxuBatotca apxuebl ZIP 1 RAR, co3gaHHble C MCNONb30BaHMEM MOObIX Nporpamm-
apxmMBaToOpOB, a TakkKe caMmopacnakoBbiBatowmecst apxmebl popmaTte EXE, cosgaHHble PKZip,
WinZip, RAR n WInRAR. B HekoTOpbIX cry4yasx (B 4aCTHOCTM, NPWU WCMONb30BaHUU
apxuBatopoB WinZip Bepcuin 8.0 n Gonee paHHUX) rapaHTMpyeTCsl CHATME 3awuTbl B
TeyeHuune vaca.

Advanced Archive Password Recovery nopaepxvBaeT pasnuuHble Tunbl LWIMGPOBaHUA ©
KOMMpPeccuu, MCnomnb3yeT BCe HaWAEHHble YA3BUMOCTM Afsi YCKOPEHMS paclundpOBKM 1

obecrneyvBaeT BbiCOYaliLLy0 NPON3BOAMTENBHOCTL Bnarogapsi HU3KOYPOBHEBOW ONTUMU3ALNN.

Bonee nodpobHo 06 Advanced Archive Password Recovery:
http://www.elcomsoft.ru/archpr.html

Advanced Office Password Recovery
Advanced Office Password Recovery no3sonsieT BocCTaHaBnvBaTb naponun nubéo obxoanTb
naponbHyio 3almTy hannoB 1 JOKYMEHTOB, CO34aHHbIX B MpodykTax cemencrtea Microsoft
Office Bcex Bepcuin. B gaHHbIi MOMeEHT nopgepxuBatotcs Bepcun ¢ 2.0 no 2013
BKIIOUMTENBLHO. [porpaMmma nogaepxumBaeT AOKYMeHTbI, co3aaHHble Microsoft Word, Excel,
Access, Outlook, Project, Money, PowerPoint, Visio, Publisher, OneNote, Backup, Sched-
ule+, a Takke Microsoft Mail. Kpome nepeuncneHHoro, nmporpamma Mo3BonsieT Mony4uTb
[ocCTyn K ucxogHelM Tekctam VBA MakpocoB, 3aliULLEHHbIX NaporieM, U cbpocuTb naporb K
Content Advisor B Internet Explorer.
MrHoBeHHOe BOCCTaHOBIEHMe A0CTyNa K 3alMLieHHbIM AOKYMEHTaM
[anexo He Bce naponu aenstoTca ctonkummn, Advanced Office Password Recovery no3sonsieT MrHOBEHHO BOCCTaHOBUTb
OOCTYN K pasnuyHbiM TUNaMm 3alluLeHHbIX JOKYMEHTOB, BKoYasi 4oKyMeHThbl, co3gaHHble B Word n Excel 97 n 2000.
Bonee nosgHue Bepcum Word n Excel coxpaHsaoT AOKYMEHTbl U Tabnuubl B pexume COBMECTMMOCTU C pPaHHUMU
BEPCUAMMU, YTO MO3BOMSIET NOMYYNTb MIHOBEHHbIN AOCTYN K 3TUM dharinam.
[na BocctaHoBneHnust naponen k Office 2007/2013, roe ucnonb3yeTcs 3HauMTeNbHO Oonee cTonkoe WMdpoBaHue,
nporpaMmMa MpUMEHSsIET 3anaTeHTOBAHHYK TEeXHOMOMMK ycKopeHusa npu nomolwm rpaduyecknx kapt NVIDIA n AMD.

Bo3MOXHO 0gHOBpEMeHHOE MCMonb3oBaHme 32 saep LeHTparnbHbIX MPOLLEeCCOpPoB 1 40 8 rpadhn4ecKkmnx NpoLLeccopoB.

Bonee nodpobHo 06 Advanced Office Password Recovery:
http://www.elcomsoft.ru/aopr.html
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Advanced Office Password Breaker

Advanced Office Password Breaker nossonser rapaHTUpoBaHHO
cHumatb 3awuty ¢ gokymeHtoB Word u Excel 97 n 2000, a Takxe
¢)a|7|noa, CO34aHHbIX B bonee Nno3AHNX BEpPCUAX N COXPaHEHHbIX B
pexnmve cCoBMeECTUMOCTW.

FapaHTMpoBaHHOE BpeMA pacLunpoBKu

B oTtnuume ot koHkypupyowmux npogyktoB Advanced Office Password Breaker He
ucnonb3yeT NpsiMon nepebop naponeu, KOTOpbIi MOXeT AnuTbca rogamun. bnarogapsi
cnabon 3awmte oOT Microsoft, MOXHO C NErkocTbld HaWTK K4  WMpoBaHUs

OOKYMeHTa 1 nonyuutb K Hemy poctyn. [lepebop 40-6uTHbIX Knoyen MoxeT ObiTb Mpou3BedeH 3a W3BECTHbIN
NMPOMEXYTOK BPEMEHM, KOTOPbIV 3aBUCUT NLLBL OT MOLLIHOCTM NpoLeccopa v KonmyecTsa saep.

Mpouecc nowucka kr4a 3aHMMaeT OKOMO 5 [Hel € UCMOoNb30BaHMEM OObIMHOIO OAHOSAEPHOro Mpoueccopa.
CoBpemeHHble npoLeccopbl cepuit Core 2 Duo 1 Core 2 Quad no3BonstT yCKOpUTL Nepebop Krya NponopumoHanbHO
konunyecTBy sgep. [lpu ucnonb3oBaHMM 3apaHee MOAroToBreHHblx Tabnuy (ThunderTables® wumeeTcss naTeHT),
noctaensieMbix ¢ Enterprise-Bepcuen npoaykTa, pacwmdpoBka Npon3BoanTCsa NPaKTUYECKN MIHOBEHHO.

Gornee nodpobHo 06 Advanced Office Password Breaker:
http://www.elcomsoft.ru/aopb.html

Advanced PDF Password Recovery
Pacwudgppynte dannel PDF 1 nomHOCTbIO CHUMUTE Bce
OrfPaHUYEHUs1 Ha pefakTMpoBaHWe, MNeyaTb U KOMUPOBaHWE.
Mporpamma MOMEHTanbHO OTKPbIBAET 3alUMLLEHHbIE MaporiemM
nokymeHTbl PDF. YHukanbHasa TexHonorums Thunder Tables®
rapaHTUpyeT BOCCTaHOBMeEHWe krwoyen anuHon 40 6ut B
TeyeHne ofHou MUHyTbl! ONTUMW3MPOBAHHBIA MOL HOBbIE
npoueccopbl kog obecnevnBaeT ObICTpOE BOCCTaHOBIEHUE

CaMbIX CIOXHbIX Naponen.

XapakTepucTUKM M npeuMmyluecTBa

= [loggepxka Bcex Bepcuin Adobe Acrobat, Bkntodas Acrobat X

= [loppepxka rpaduyeckmx yckoputenem

= [lopgpepxka Bcex CTOPOHHUX MPUMOXEHUI, CoXpaHsaoLwmx dansl B popmate PDF

=  MrHOBeHHOE CHATME 3aLUWTbl OT KOMMPOBAHUA, PEAaKTMPOBAHUS 1 pacneyaTtku

= CHATMe naponeu nonb3oBaTtens v Bnagensua (naponu “‘owner” n “user”)

= CHATME NnapornbHOW 3alUNTbl Ha OTKPbITUE LOKYMEHTa

= [logaepxka 40- n 128-6utHoro wndposaHua RC4, a Takke 128-6uTHoro n 256-6utHoro wndposaHua AES

= TexHonorus Thunder Tables® gns ObicTporo cHATUA 40-6MTHOWM 3aLNUTbI

= [logaepkka ataku Mo crioBapro 1 NpsiMoro nepebopa napornew ¢ UCNonb30BaHNEM LLIABMOHOB U Macok

= [IpoaykT AOCTYyNeH B TPEX pasnuyHbIX peakumsx

=  Bo3moxHocTb yaaneHus koga JScript, aneMeHToB hopM 1 LMPOBbLIX NOANMUCEN

= OnTMMM3aumsa Koda Nnof COBPEMEHHbIE MPOLIECCOPbI MO3BONAET AOCTUYb MaKCMarbHOW B JaHHOM Knacce
NpOAYKTOB CKOPOCTU nepebopa naponen

Gonee nodpobHas uHgopmayusi 06 Advanced PDF Password Recovery:
http://www.elcomsoft.ru/apdfpr.html
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Advanced SQL Password Recovery

Tenepb 3abbiTble UMN yTEPSIHHbIE MaAPONK NMoMb3oBaTeNsa UMM agMUHMHCTpaTopa 6a3 AaHHbIX
Microsoft SQL Server MoxHO nerko BoccTaHoBUTbL unu cbpocuTb. Advanced SQL Password
Recovery nogpepxuBaeT Bce Bepcum Microsoft SQL Server n Microsoft SQL Server Express

Edition, BnnoTb o nocnegHer sepcum 2008.

HeT Heobxogumoctu yctaHaBnuBaTb Microsoft SQL Server, 4Tto6bl BOCCTAHOBWTH MNaposb!

MO>HO BOCCTaHOBWTb YTEPSIHHbLIA Mapofb ¢ NoBOoro nepcoHanbHOro KomnbtoTepa. Bcé, uTo

HY)>XHO 4TOObl 3aMeHUTb Maporib Monb3oBaTeNss UM agMuHUcTpaTopa 6asbl AaHHbIX - 3TO

Advanced SQL Password Recovery n ¢arnin master.mdf. Advanced SQL Password Recovery
nogaepxueaeTt Microsoft SQL Server n Microsoft SQL Server Express 2000/2005/2008.

Advanced SQL Password Recovery moxeT cOpocuTb Unv 3aMeHnTb Naponu nobon AnvHbI U CIIOXHOCTW, COCTaBMNEHHbIE
n3 OykB noboro andasuta n ¢ ucnonb3oBaHnem nobor koamposku. Advanced SQL Password Recovery obxogutcsa
6e3 yTOMUTENBHBIX aTak WINKU CIOXHbIX HAcTPOeK [Afsi OMbITHbIX Monb3oBaTenei. [ocTtaTodHO MNPOCTO 3anycTuTb

Advanced SQL Password Recovery, 4tobbl cOpocuTb ntobble naponu anga nobor 6asel gaHHbIx SQL Server!

Gonee nodpobHo 06 Advanced SQL Password Recovery:

http://www.elcomsoft.ru/asqlpr.html

Elcomsoft Internet Password Breaker

Elcomsoft Internet Password Breaker BocctaHaBnvBaeT naponu k caiTam, y4eTHbIM 3anucam
N TMOYTOBbIM SiLLMKaM, OaHHble ¢opm K cTpok AutoComplete, coxpaHeHHble B psige
LUMpOKOMCMONb3yeMbix npunoxeruii. MNogaepxmeatotcs Bce Bepcum Internet Explorer go IE10
BknounTenbHo, Outlook Express, Microsoft Outlook, Windows Mail u1 Windows Mail Live.
HoBasi Bepcusi nporpamMmel cnocobHa BOCCTaHaBMNMBaTh NapoSiv, AaHHbIE YYETHbIX 3anucen u
CTPOK aBTOOOMOMHEHUS B NMONynsipHbIX Be6-6paysepax Mozilla Firefox, Apple Safari, Google
Chrome un Opera.
Bo3amoxHocTu Elcomsoft Internet Password Breaker

MrHoBeHHOe BOCCTaHOBMIEHUE Naposel A MHOXECTBA NPUIOXEHNUIA

Mopaepxka Bcex Bepcuii Microsoft Internet Explorer go IE10 BkntounTensHo

Mopnepxka Bcex Bepcun Microsoft Outlook n Outlook Express

Mopnepxka Windows Mail n Windows Live Mail

BocctaHoBneHne naponer ans yydetHelx 3anucent POP3, IMAP, SMTP n NNTP, coxpaHeHHbix B ntobom 13

noAaaepXBaeMbIX NPUMOXKEHWUIA

PacnosHaBaHue n 06xop yny4weHHon mogenu 6esonacHoctu B Internet Explorer 7+

O6HapyxeHue aaHHbix Microsoft Passport B Windows Live Mail

O6HapyxeHnune naponen Microsoft Outlook PST
BoccTtaHoBneHve norvHoB 1 naposen kK MHoxecTBy VIHTepHeT-pecypcoB

bosnee nodpobHo 06 Elcomsoft Internet Password Breaker:
http://www.elcomsoft.ru/einpb.html
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ELCOMSOFT

PROACTIVE SOFTWARE

Advanced WordPerfect Office Password Recovery

Bbl MOXeTe GbICTPO, B aBTOMaTU4ECKOM pexnme CHsTb 3awimTy ¢ gokymeHToB Corel Office npu nomolin
Advanced WordPerfect Office Password Recovery! Advanced WordPerfect Office Password Recovery

Nerko BOCCTaHaBMMBAET Maponu K AokymeHTaMm, co3gaHHbiM B Corel Office WordPerfect, Quattro Pro u

Paradox. lNpu 3aTOM He ucnonb3ylTcsa AnuTenbHble ataku. CrnoXHble HaCTPOWKW Ans NPOABUHYTbIX
nonb3oBarernen takke HU K yemy. lNpocto 3anyctute Advanced WordPerfect Office Password Recovery n HaxmuTe
KHOMKY “Open” 4ToObl NONY4YNTb NCKOMBIN MapOfb B MIHOBEHME oOkal

Advanced WordPerfect Office Password Recovery BoccTtaHaBnuBaeT JOKYMEHTbI, CO34aHHble B ntobon Bepcun niobon
nporpammbl U3 naketa Corel WordPerfect Office, n nogaepxunsaet Bce pexumbl 3awmTbl. [1porpamma pacnosHaeT u
BoccTaHaBnueaeT naponu k WordPerfect (*.wp, *.wpd), QuattroPro (*.gpw, *.wb?, *.wq?) n Paradox (*.db), a Takke

naponu k y4eTHbIM 3anucam Corel WordPerfect Lightning.

Gonee nodpobHas uHghopmayusi o6 Advanced WordPerfect Office Password Recovery:
http://www.elcomsoft.ru/awopr.html

Advanced Lotus Password Recovery
Advanced Lotus Password Recovery nOmMHOCTbIO BOCCTaHaBnvMBaeT Naponv Ansg BceX AOKYMEHTOB,
CO3aHHbIX B Mporpammax u3 naketa Lotus SmartSuite.

Advanced Lotus Password Recovery BoccTaHaBnvBaeT naponu K gokymeHtam IBM/Lotus SmartSuite

nobon Bepcun. MNopaepxmBaeTtcs pabota He TOnMbkO € AokymeHTamu Lotus Organizer, Lotus WordPro,
Lotus 1-2-3, Lotus Approach mnnu Freelance Graphics, HO 1 BOCCTaHOBNEHME Y4eTHbIX 3anucent Kk FTP- n npokcu-

COeaVHEHNsM, YCTaHOBIEHHBIM B MporpaMmax 1 komrnoHeHTax Lotus SmartSuite.

bonee nodpobHasi uHghopmayusi o6 Advanced Lotus Password Recovery:
http://www.elcomsoft.ru/alpr.html

Advanced Intuit Password Recovery

[MonHOCTLI0 BOCCTAHOBUTE UMK yAanuTe naponu, 3alumwarowme gannsl, co3gaHHble B nporpammax Intuit
Quicken, Quicken Lawyer unu QuickBooks, B TOM 4ucre C WUCMNOMb30BaHMEM JTOKANM30BaHHbLIX U

MHOTOA3bIYHbIX Bepcvu7|.

I'Io.q.qep)l(u BaemMblie nporpaMmmbl:

° Quicken Bepcuii ¢ 4 no 2008 BKMOUYNTENBHO
° QuickBooks Bepcuii ¢ 3 no 2008 BKNHOYMTENBHO
° BonblwMHCTBO NokanunaoBaHHbIX Bepcuii Quicken 1 QuickBooks

O6patute BHMMaHue: ons gokymeHToB Quicken (Bepcum ¢ 2002 no 2008 BkntounTtensHo) n QuickBooks (Bepcumn ¢ 2003 no 2008

BKJ'IIO‘-IVITBJ'IbHO), KOPOTKME Naposin BOCCTaHaBNMBAKTCA, a AJMMHHbIE U CITOXHbIe Naposyii MTHOBEHHO C6paCbIBaIOTCﬂ.
MoanepxuBaemble chopmathl hainnon

= Intuit Quicken (*.QDT, *.QDB, *.QDF)
= Quicken Lawyer (*.PFL, *.BFL)
=  QuickBooks (.QBA, .QBW)

bonee nodpobHas uHgpopmayusi 06 Advanced Intuit Password Recovery:
http://www.elcomsoft.ru/ainpr.html
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Advanced Sage Password Recovery
JlokanbHO MK yganeHHo BOCCTAHOBUTE NMOO 3aMeHnTe naponu, 3awmuarwme dansi BLB, MUD
unn ADF/PAD, cosgaHHble npu nomowwm npunoxeHus ACT! (Symantec, Best Software, Sage).
Advanced Sage Password Recovery nogaepxwvsaet Bce Bepcumu nporpammbl ACT!, Bkntovas ACT!
2010. Mporpamma nNo3BonsgeT NpocMaTpuBaTh CAMCOK Naposen nonb3osaTtens u AoMMHUcTpaTopa K
nakeTy 6yxrantepckux nporpamm Sage PeachTree.

bonee nobpobHo 06 Advanced Sage Password Recovery:
http://www.elcomsoft.ru/asapr.html

Advanced Mailbox Password Recovery
BoccTraHoBneHue naponeun K y4eTHbIM 3annCAM 3NEeKTPOHHOW NOYTbI

Advanced Mailbox Password Recovery nNofHOCTbO BOCCTaHaBIMBAET COXpPaHEHHbIe Ha KOMMbTepe
nosnb3oBaTeNs NOrMHbI U Maposn K SNIEKTPOHHON NoYTe 1 NpounsM Havbornee NonynsapHbIX NOYTOBbIX
nporpamm. C NomMoLLbI0 BCTpOeHHoro amynsatopa cepsepa POP3 n IMAP, Advanced Mailbox Password
Recovery MoXeT BOCCTaHOBUTb Naposib K YYETHOW 3annCy 3NEKTPOHHON MOYThI U MOYTOBOMY CEPBEPY,

Cronb3yeMoMy B abComMoTHO oGO NOYTOBO NporpaMme.
I'Io.q.qep)KMBaeMble no4yToBble NporpamMmmbl

Microsoft Internet Mail n News, Outlook Express
Eudora, TheBat! n TheBat! Voyager

Netscape Navigator/Communicator Mail

Pegasus mail, Calypso mail, FoxMail, Phoenix Mail
IncrediMail n @nyMail

QuickMail Pro n MailThem

Opera mail n Kaufman Mail Warrior

Becky! u Internet Mail

bonee nodpobHas uHghopmauyusi o6 Advanced Mailbox Password Recovery:
http://www.elcomsoft.ru/ambpr.html

Advanced Instant Messengers Password Recovery

Advanced Instant Messengers Password Recovery nonHocTblo BOCCTaHaBNMBaeT MOrMH U Naponb
K YYETHbIM 3anucsaM B  pasfUuHbIX KOMMYyHMKaTopax (nmporpaMMax MrHOBEHHOTO obMmeHa
coobuweHnamm). B HacToawmin MoMeHT nogaepxvBaetcsi 6onee 70 pasnuuHbix nporpaMmm. Takum

obpasom, Advanced Instant Messengers Password Recovery sBnsietcd camblM YHMBEpCarbHbIM

NpoAyKTOM B CBOeM knacce. Ecnv Ha koMnbloTepe YyCTaHOBNEHO HECKOMBLKO NMPOrpaMM-MeCcCeHIKepPOB,
To Advanced Instant Messengers Password Recovery BOCCTaHOBMUT naponu K 3anucsM, Co3daHHbIM BO BCeX

nporpammMax.

MoppepxxnBaemMbie NporpamMmbl OOMeHa coobLeHuamMm

MopaeoxmBaetca 6onee 70 pasnuyHbiX Nporpamm obmeHa coobuennsimu, Bkntovasa AlM, ICQ, Windows Live! 1 MSN

Messengers, Yahoo!, Miranda, Trillian, u MmHorue gpyrue.

bonee nodpobHas uHgpopmayusi o6 Advanced Instant Messengers Password Recovery:
http://www.elcomsoft.ru/aimpr.htmi
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